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This book, DATA COMMUNICATIONS AND COMPUTER
NETWORKING attempts to provide an overview of the broad field of
subject in a simple and lucid manner. The subject has been divided into 6
units, each unit targeted to cover basic principles and topics of
fundamental importance. This book gives a clear insight to the reader
regarding various aspects of the subject. In a competitive world like this,
understanding these technologies is very essential.

The summary of the book is as follows:-
UNIT 1 Data communications: Covers the different types of
communications which have evolved during the course of the time and

techniques used to transmit the data.

Unit 2 Network Topology: Covers the different types of networks and
the various types of network topologies.

Unit 3 LAN Components: This unit emphasizes on the LAN
components like LAN Card, LAN cables, Hubs/switches etc in detail.

Unit 4 Communication Hardware: This unit gives an account of the
various communication hardware existing today

Unit 5 Network environment This unit stresses on understanding UNIX
and WIN NT operating system.

Unit 6 Network and Web applications: This unit covers network and
Web Applications like email, FTP, TELNET etc in detail.

I would like to thank Mr. D. Kirthi Kumar without whose
co-operation this book would not have taken this form.
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5.3.1

Data Communications and Computer Networking

Multitasking capability:
Lets a computer do several things at once, such as printing out
one file while the user edits another file.

Multi-user capability:

Permits multiple users to use the computer. The computer can
take the commands of a number of users -- determined by the
design of the computer -- to run programs, access files, and print
documents at the same time.

Portability:

Permitting it to move from one brand of computer to another with
a minimum of code changes.

Library of application software:

There are hundreds of UNIX applications that can be purchased
from third-party vendors, in addition to the applications that
come with UNIX.

UNIX Communications

E-mail is commonplace today, but it has only come into its own in the
business community within the last 10 years. Not so with UNIX users,
who have been enjoying e-mail for several decades.

UNIX

e-mail at first permitted users on the same computer to

communicate with each other via their terminals. Then users on different
machines, even made by different vendors, were connected to support e-
mail. And finally, UNIX systems around the world were linked into a
world wide web decades before the development of today's World Wide

Web.

The UNIX system is functionally organized at three levels:

Parts of the UNIX System

Fig.5.3.1 Onion skin diagram of Unix system
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e The kernel, which schedules tasks and manages storage;

e The shell, which connects and interprets users' commands, calls
programs from memory, and executes them. Known as command
interpreter

e The tools and applications that offer additional functionality to
the operating system

5.3.2 Unix Shell
There five types of shells are there written by different people

e Bourne (sh): this is the original Unix shell, available in nearly
every flavor of Unix.

e Korn (ksh): a backwards-compatible upgrade to the Bourne
shell, developed by David G. Korn at AT&T Bell Laboratories.

e Bash (bash): Bourne-again shell, a public domain shell
containing features of the Bourne, Korn and c-shell.

e C-Shell (csh) and T-C-Shell (tesh): The c-shell is similar to C
programming language; t-c-shell extends csh.

e Z-Shell (zsh): an open-source Unix shell

5.3.3 Unix file

A file is a collection of information, which can be data, an application,
documents; in fact, under UNIX, a file can contain anything. When a file
is created, UNIX assigns the file a unique internal number (called an
inode).

e File Link (creating alias name for a file)

A file link is a directory entry which points to an original file somewhere
else. A link is made to an existing file using the In command. This
creates a directory entry which points to the existing file (it does not
make a copy of the existing file). This allows more than one reference to
an existing file.

For instance, a person can give another access to a file and let them
create a link to it. In this way they both can access and work with the
same file, ensuring that the information they enter into the file is up-to-
date. Only the original owner of the file may delete the file.
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e Security associated with files and directories

UNIX provides three sets of security rights for each file and directory
entry. These sets are for the owner, the group to the owner belongs, and
any other users on the system.

Each user belongs to a group (only one at a time). Group membership
facilitates the sharing of common files. A user can change their
membership to another group by using the newgrp command.

The security rights are

e read (read, display, copy the file contents)
e write (modify and append to the file contents)
e cxecute (run the file as a program)

Py Y
Jwner  Jgroup  otners
wx  rw- -
The owner can read wite and execute the file
Group members can read and write the file
Other users have no access

-

Fig 5.3.2 Security settings for a file

e Viewing files

Is command shows the security rights associated with the file, as well as
the owner (ram), the group that the owner belongs to, the size of the file
and other information.

s Lttt 1 ram bcta Boct 120010  peofile

1

filanarma
time of lagl modification

file gize an byles

group rmembearship

cwrier of tha file

number of links

securily bits

file typaidirectory = d, file = -)
S

Fig.5.3.3 Output display for Is command
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e Mountable File Systems

All UNIX systems have at least one permanent non-removable hard disk
system. The root directory and the directories below it are stored on this
disk. Its structure is known as the root file system.

If an additional hard disk is added, UNIX creates a separate new file

system on this disk. Before it can be used, it must be attached to the root
file system. This is called mounting an additional file system.

I/—\f.
{root)
) Co) ()

f 15 |

Eunance Ly j (i Mourted File System

e 2
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Fig.5.3.4 Mountable File system

An empty directory on the root file system is selected as the mount point,
and using the UNIX mount command, the new file system will appear
under this directory.

e Unix Networking

UNIX systems are usually interconnected using TCP/IP (Transmission
Control Protocol, Internet Protocol). This is a protocol mechanism that is
widely used by large networks worldwide to interconnect computers of
different types.

A protocol is a set of rules that governs how computers talk to each
other. TCP/IP is a widely used and very popular protocol. With TCP/IP,
different computer systems can reliably exchange data on an
interconnected network. It also provides a consistent set of application
programming interfaces (API's) to support application development.
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e Network File Systems (NFS)

This allows you to manipulate files on a remote TCP/IP host as if they
reside on the local machine. NFS supports a hierarchical file structure.
Using NFS, a system administrator can mount a directory structure that
resides on another computer into the directory structure of the local
computer.

o Network Services

To provide services such as ftp, telnet and WWW servers, they are
enabled on the host computer by running the appropriate software, called
a system daemon process. For example, to configure a computer as an
ftp server requires the installation, configuration and running of the ftpd
process (most system processes end in d, which means daemon).

If the daemon process is not started, the service is not available on that
host computer. In other words, you cannot ftp into a host, which is not
running the ftp daemon service.

When a UNIX host starts up, it usually runs an inetd service, which reads
the file /etc/inetd.conf which contains a list of the networking services
for the host to run. A system administrator would edit this file and
include the various services that are required to run when the system
starts.

o Remote Execution (rexec)

This allows executing a command on another host and receiving the
results on your local machine. This means you can take advantage of
better processing power or unavailable software which your local
machine does not have.

A host machine, username, password and the command to execute are
passed to the host machine. If the authentification succeeds, the
command is executed, and responses returned to the local machine.

o Remote Shell (rsh)

This allows you to execute a command on another host. Unlike rexec, it
neither requires or allows you to provide a password. You must have a
user account on the host server however.
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o File Transfer Protocol (ftp)

This allows you to transfer files between your host and another host
machine. A shell is provided which enables you to

Change directories on the host or local machine
Display directories and files

Change the file transfer mode (binary or text)
Execute commands

Delete or rename files

Open and close connections to a host

o Terminal Emulation (telnet)

This allows you to logon to a host using terminal emulation. You can
execute commands on the host and run application software.

5.4 Domain Name Servers

This is a hierarchical naming system for identifying host computers on
networks or the Internet. Each host name is comprised of domain labels
separated by periods. If your machine is connected to the Internet, you
assign local domain name host names only, and your higher level domain
name is assigned to you.

For example, the domain name assigned to Osmania University is
osmania.ac.in has the higher level domain names of ac (academic) and
in (India). Examples of the host computers at Osmania University are
called staff, results, and www. Their host names in the domain are
staff.osmania.ac.in

results.osmania.ac.in

WWW.0osmania.ac.in

Users are also assigned names. Consider the user web master, who has
an account on the host machine staff . The domain name for this user is,
webmaster@staff.osmania.ac.in

When you send email or access resources on other computers, the
domain names need to be resolved in order that a connection is made to
the correct computer. One host computer in the network acts as a name
resolver (domain name server), which resolves domain names to
computers. For example, if you want to ftp to the local host staff, your
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computer sends a request to the designated name domain server, which if
it knows about the host staff, will send back the computer TCP/IP
address, which your computer then uses to initiate a connection request.
The name domain server uses a special file called hosts to resolve host
names and their TCP/IP addresses.

5.5 Simple Network Management Protocol (snmp)

This provides a means for managing a network environment. Each host,
router or gateway running SNMP can be interrogated for information
related to the network.

Examples of information are,

Names

Packets transmitted and received
Errors

Routing information

5.6 Boot Protocol (bootp)

This service allows a local computer to get its Internet address (TCP/IP
configuration details) from a designated bootp server. The bootp server
has a list of network card addresses for each computer and the TCP/IP
addresses to use for those computers stored in a file (/etc/bootptab).
When it receives a request from a computer, it looks at this file for a
match and responds with the assigned TCP/IP address.

5.7 Sockets

Sockets are an end-to-end numbered connection between two UNIX
machines communicating via TCP/IP. Standard packages are assigned
special socket numbers (telnet is port 23). The socket numbers for
various protocols and services are found in /etc/services.

A programming socket interface provides calls for opening, reading,
writing and closing a socket to another host machine. In this way, the
programmer need not be concerned with the underlying protocol
associated with the socket interface.

5.8 Networking Commands

Following is discussion of some of the common networking commands.
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e arp (address resolution protocol)

This command displays and modifies the Internet to physical
hardware address translation tables. As computers establish
connections to other computers (via telnet, ftp or other means),
the details of these are kept locally in a buffer store called the arp
cache. The system administrator can view this cache and modify
its contents using the arp command.

$ arp
address/HW type/ HW address/mask /Interface
johny-osmania.ac.in/either/0:40:19:77:88:00/C/eth0

e netstat (network status)

This command displays the network status of the local host. It
provides information about the TCP connections, packet statistics,
memory buffers and socket information.

$ netstat

// a typical output

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address

State

tcp 0 126 staff.osmania.ac.in:telnet flame.iit.ac.nz:1756
ESTABLISHED

tcp 0 0  staff.osmania.ac.in:telnet dhcp-78-8.iit.ac.in: 1100
ESTABLISHED

tcp 0 0 luni.cit.ac.nz:telnet dhcp-78-3.iit.ac.in: 1130
ESTABLISHED

Active UNIX domain sockets (w/o servers)
Proto RefCnt Flags Type State I-Node Path

unix 2 [] STREAM 830794 /dev/log
unix 2 [] STREAM CONNECTED 830793
unix 1 [] STREAM 830746

unix 2 [] STREAM 830697 /dev/log
unix 2 [] STREAM CONNECTED 830696
unix 2 [] STREAM 830680 /dev/log
unix 2 [] STREAM CONNECTED 830679

$
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* ping

This command sends an echo request to a host. It is a diagnostic tool
for testing whether a host can be found. When the request reaches
the host, it is sent back to the originator.

$ ping staff

PING staff.osmania.ac.in (202:54:62:202) 56 data bytes

64 bytes from 202:54:62:202: icmp_seq=0 ttI=128 time=0.8 ms
64 bytes from 202:54:62:202: icmp_seq=1 ttlI=128 time=0.8 ms
64 bytes from 202:54:62:202: icmp_seq=2 ttI=128 time=0.8 ms
--- staff.osmania.ac.in ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.8/0.8/0.8 ms

$

e route

This command manually manipulates the network routing tables,
which are used to connect to other hosts.

Example

$ route add net 129.34.10.0 129.34.20.1 1

; add a new network 129.34.10.0 accessible via the gateway
;129.34.20.1 and there is one metric hop to this destination

e nslookup

This command is used to query a domain name server and return
information about a designated host.

$ nslookup

Default Server: www.osmania.ac.in Address: 202:54:62:204
> staff

Server: osmania.ac.in

Address: 202:54:62:203

Name: staff.osmania.ac.in

Address: 202:54:62:202

> exit

$
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e traceroute

This command is similar to ping, but traces the path (or route) that
data travels across the network to a specific host computer.

$ traceroute

traceroute to tukutuku.cit.ac.nz (202.54.60.198), 30 hops max, 40
byte packets

1 route64.iit.ac.in (202.54.60.1.1) 1.87 ms 1.737 ms 1.727 ms
2 staff.iit.ac.in (202.54.61.102) 2.815 ms 2.862 ms 3.101 ms
$

e Some networking files

The following files are associated with networking and are generally
found in the /etc subdirectory

/etc/bootptab Used by bootpd

/etc/gateways Used by routed and identifies the accessible
gateway machines.

/etc/hosts Used by clients and servers to resolve host names
if a name server is unavailable.

/etc.inetd.conf Used by inetd to start services when computer
boots

/ete/ftpusers  Used by ftpd to restrict or block specific users
accessing ftp

/ete/resolv.conf Used by clients and servers to provide a domain
name and name server address.

5.9 System Administrators

A system administrator is responsible for the day to day running of the
computer. This involves the following activities

Creation, modification and deletion of user accounts
Generate daily reports from log files

Monitor system activity and perform auditing

Ensure sufficient dish space exists and ensure file system
integrity is maintained

¢ Install, configure and remove software packages as required
e Perform daily maintenance tasks, monitoring mail, print and
other applications
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e Start and shutdown the system

e Perform backups

¢ Install, mount and configure peripheral devices such as terminals
and disk drives

e A system administrator has unrestricted access, thus can delete
any file (including system files that are part of UNIX), and
execute any program.

e For the most part, a system administrator can automate some
activities to reduce the amount of work they are required to do,
but other tasks, such as resetting user passwords and unlocking
terminals or user accounts require the administrator to log on to
the computer system using the administrator account (root).

5.9.1 Log on as an administrator

There are two ways that you can log on as a system administrator. If you
are already logged on as a user, you can use the su (super user) utility to
assume the administrator identity.

$ su
Password ####H#

When you are logged in as a system administrator, the system prompt
changes to #.

The other way you can log on as a system administrator is to use the
special administrator account, named root.

Login: root
Password #####H#

5.9.2 System administrator account

When you are logged in as root, the UNIX system gives you unrestricted
access to every file and directory. This means can delete, rename, copy
or move any file, including vital system files required for UNIX to
function correctly. If a file is accidentally erased, there is no way to
undelete the file other than to restore it from tape backup, or failing this,
reinstalling the operating system.
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5.9.3 The /etc directory and system administrators

This directory contains important system files, user and group account
information, and special scripts that configure the system. Some of these
are shown below:
e /etc/adduser.conf
Specifies default configuration for creating user
accounts
e /etc/bootptab
Holds computer names and IP addresses for
remote booting workstations
e /etc/crontab
List of jobs to be executed
e Jetc/fstab
List of filesystems to mount when UNIX boots
e /etc/group
List of groups
e /etc/inittab
Lists the processes that are started when UNIX
boots
e /etc/passwd
The password file, usernames, passwords, group
membership, shell
e /etc/motd
Message of the day
e /etc/mtab
List of currently mounted file systems

5.10 Windows NT Server

A modern personal computer is a powerful tool that can be used in
countless ways, if you can tap into its potential. Unfortunately, for years
computers have been intimidating and difficult for the average person to
use. In recent years, however, computer developers have concluded that
since most people learn, work and think visually, it would be best to
present computer functions visually. With this in mind a number of
companies experimented with various Graphical User Interfaces (GUI)
most of which make use of a mouse or another pointing device. This has
simplified computer usage and has thus opened up the potential of using
computers to a much larger audience.
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Graphical User Interface essentially means, "you control the system
with pictures". Thus, by interacting with (clicking and moving) the
symbols on your screen, you are able to accomplish your tasks.

A network is a group (two or more) of computers that are connected by
means of some digital media for the purpose of exchanging information
or sharing resources. Just as the operating system plays a key role in the
management of information and resources on a PC, the operating system
also plays a key role in the sharing of information and resources between
computers. All versions of Windows were designed to participate in a
network but Windows NT was specifically designed as a network
operating system.

Laser printer

Fig.5.10.1 Printer sharing

The whole purpose of a network is to share resources. Well, what are
resources? A resource could be a printer, a drive, a folder, or even a
file. In Windows, a computer connected to a network may share its
resources with other computers. To do such is to provide a "service"
thus, a machine providing a service is acting as a server. The resource
that is made available to others is fittingly called a share (it is usually a
folder or a printer that is being shared). When another computer makes
use of this service it is acting as a client. When you open Network
Neighborhood you are looking at all of the computers that your computer
is aware of that are acting as servers. If you double-click on one of the
listed computers and see folders or printers, you are viewing the shares
on that computer.

Shares can be made freely available to all who would conceivably
request (in fact, with Windows this is the default when a new share is
created), but in most cases this would not be prudent. Therefore, the
option exists to give varying levels of access to specific users. Windows
provides tools to assign such access settings. The specifications of a
user's access, password and other setting is called an account. From
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then on each individual attempting to access a shared resource must
supply some means of identification (like a username) and a password.
The computer being accessed will validate the information against the
stored account information and only if permission had been specifically
granted to that client would he be able to use the share. This is the
process of logging on in its most fundamental sense.

There are essentially three different ways to use Windows PC's together
as a network - peer-to-peer, client/server, and domain. Microsoft
generally recommends, for the most part, the domain scheme.
Nevertheless, just so that we know a little bit more about domain as the
other types of networks have been covered earlier.

5.10.1 Domains

A domain is an arrangement of client and server computers that act
together as one system. A domain is referenced by a specific name and
all of the computers in it share a single security permissions database. In
a domain, a user doesn't log into a specific server but rather logs into the
domain as a whole. He may then have access to several different servers
all at once.

Using a domain, the various servers can still carry out specialized roles
but to a user it all works together as one. Any of the network resources
that may be accessed must still be "shared" for others to use but all
security is centrally managed making this task workable. The way it is
often implemented, when you log on to the Domain, once you are
recognized, a special program called a logon script starts running and
you are granted an access token. The logon script does a number of
things including connecting you to the network shares that you need
access to. The access token is like your personal key that let's you into
the resources that you have been granted permission to use. All of this
works together so that each user of the network can make use of the
many network resources that will assist him in accomplishing his
assignment - as if it were all sitting right in front of him. See fig.5.10.2

General Features of Windows NT Server

e Exceptional file and print services
e Support for thousands of client/server applications
e Built-in Security and advanced fault tolerance
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e Runs on your choice of scaleable hardware
including Intel ®x86, Pentium®, Alpha AXP,
MIPS® Rx400, and PowerPC;

e Supports MS-DOS® , Windows®, OS/2® , UNIX
and Macintosh®

e Integrates with NetWare®, LAN Manager, UNIX,

Domain"

Primary domain controller

# | Domain logan security authority |
Fig 5.10.2 NT Domains

and other network systems

Built-in Migration Tool for NetWare

File & Print Services for NetWare

Instantly accessible and up-to-date information

Hardware autodetect and CD-ROM-based Express

Setup

Easy-to-use graphical environment

Directory service that aids in the management and

control of network resources

e TCP/IP, Macintosh support, and Remote Access
Service at no extra charge

e DNS, DHCP, FTP, WWW, Gopher, Wins

Services built in
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5.10.2 System Administrator functions:

The following are few system administrative functions. They are not
exhaustive but knowledge of these operations are essential to a system
administrator.

e Server Manager

This tool is for managing servers in a Windows NT domain. The
features it provides are,
Server Manager is started by
Start->Programs->Administrative Tools->Server Manager
The Options Menu: This allows you to selectively view
according to

e servers
e workstations
e domain members
B e all computers
i Server Manager - R5232 Mi=] E3

LComputer Optianz - Help

Compute  3ervers
= 4121 orkstations Etation or Server

BULL v &l ma
(R . R
F Show Damain Members Only

Befregh F&

Fig.5.10.3 Server Manager

e USER ACCOUNTS
A user account consists of the following information
e username
e password
e group memberships
 rights for using a particular system
e full name
e account description
o list of logon workstations
o allowed logon hours
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As can be seen from the window bellow, it is split into two parts, users
and groups.

i Uger Manager - R5232 [_ (O] x|
Ueer Miew Policiez Optionz Help

|Fu|| Name

iDescriptinn |
in nt fo ul the
Builtin account for guest access to th

Username

|
Groups Description
Account Dperators tMembers can administer domain user and group accounts =
Administrators kMembers can fully administer the computer/domain [
Backup Operators tMembers can bypass file security to back up files
Daomain Admins Designated administrators of the domain =
(1 ta (T . ] L 4

Fig.5.10.4 User Manager
e Windows NT Server Groups

Microsoft looked what users do, and created a number of default groups
with special permissions that suit these tasks.
Groups

e contain users or other groups
e give members the permissions that belong to the group
e provide easier management of users

There are THREE main groups used in Windows NT Server

Local Groups

Are used to assign permissions in the local domain. Can contain users
and Global groups, including Global groups from other trusted domains.
Global Groups

Contains user accounts only. Used to export user accounts to other
domains, where they can be imported into Local Groups on trusting
domains

Special Groups

Used by Windows NT Server for system access, and do not contain user
or group accounts
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5.10.3 NTFS SECURITY

This section discusses Windows NT NTFS file and directory security.
Windows NT explorer can be used to set and modify permissions on
shares, files and directories.

In order to alter any permissions on a file or directory, you must either
have

full control access to the resource
change permission rights
ownership of the resource
Directory and File Auditing

Windows NT provides auditing of file and directory access on NTFS
partitions. When auditing is enabled, an event detailing the type of
access is written to the Security log, which can be viewed using event
viewer. Both successful and unsuccessful attempts can be audited.

-vent Viewer - Security Log on \\BULLET
Log Yiew Optionz Help

Date |Time |Suurce |Categnry iEvent |User c
5, B/28/96 12:54:53 PM Security Frivilege Use h7h Administrator B
2N FPrivilege Use L76 Administrator B

12:54:53 P SECUT

9 Phd userl =
Event Detail uzerl B
B2 8/90 userl B
a
B/28/36 Date:  B/28/%5 EventID: 578 Administrator B
Tirne; 125419 P Source; Security
User: uzer] Type: Failure Audit
Computer; BULLET Categony:  Privilege Use
Description;
Frivileged object aperation: -
Object Server: Security
Object Handle: 4794967295
Process ID: 42535053104

Prirnary Lser Mame: SYSTEM

Primary Domain:  MT AUTHORITY

Primary Logon 1D:  [0x0,0x3E7)

Client Uszer Wame:  userl

Client Diomair; R5232
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Fig.5.1_0.5 Event viewer security logon
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5.10.4 PRINTING

Windows NT refers to printers as printing devices. These are the actual
printers from which the paper is output. In contrast, printers in Windows
NT refers to a software interface. It thus becomes possible to connect
multiple printers to a single printing device, and assign different
properties to printers, such as priority and hours of use.

Jobs submitted to a printer are normally spooled before being sent to the
printing device for printing. Printing devices can be connected physically
[by attaching to a hardware port such as LPT1 or COM1], or logically
[by attaching to a remote server like \\servername\printername].

A printer pool refers to multiple printing devices which are associated
with a single printer. Each printer in the pool uses the same printer
driver, so all the printing devices in the pool should be the same type.
Under Windows NT, when a user accesses a remote printer [a printer
on another computer], the printer driver for that printer is downloaded
onto the local computer for use. A local printer is one which resides on
the same computer.
Printers are managed and created using Print Manager, accessible from
Start->Settings->Control Panel->Printers

5.10.5 EVENT VIEWER

The Windows NT Event Viewer is under the Administrator Tools folder,
and allows the user to look at various events generated by the system,
applications, or services, which run on the computer. If auditing has been
enabled, then audit events will also be included in the event logs.

Event viewer can view events on either the local computer, or a remote
computer to which the user has the required Administrative permissions.
There are THREE log files that can be viewed

e System
This log contains events from the Windows NT internal services
and drivers, such as failure to start a service.

e Security
This log contains events when auditing is enabled, such as user
log on, file and directory access, and printing requests.

e Application
This log contains events generated by applications, such as tape
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back up programs, Web servers, or other application programs.
The default size of log files is 512K bytes, and log files are
overwritten every seven days. This is configurable, and log files
can be saved for future analysis in either log, text or comma
delimited format.

Because log files can fill up rather quickly, it becomes important to be
able to selectively view [filter] the information in the log file. Events can
be sorted [by date and time], and filtered [over a specific time period and
according to the source and category of event].

The following diagram gives an example of the type of criteria which
can be specified when filtering events in a log file.

i Event Viewer - Spstem Log on \BULLET [_ O] <]
Log “iew Optons Help
Date [Time
€ 9/5/96 8:59:29 Abd BROWSER Mone a015 (RIS BULLET
€ 9/5/96 8:59:28 Abd BROWSER Mone a015 (RIS BULLET
€ 9/5/96 B:57:57 Abd EwentLog Mone GO0G (RIS BULLET
€ 9/5/96 B:56:19 A0 BROWYSER Mone 8033 (RIS BULLET
€ 9/5/96 8:56:19 A0 BROWYSER Mone 8033 (RN BULLET
€ 9/5/96 8:56:19 A0 BROWYSER Mone 8033 (RIS BULLET
€ 9/5/96 8:49:36 Abd BROWYSER MHone a015 (RIS BULLET
€ 9/5/96 8:49:34 Abd BROWYSER MHone a015 (RIS BULLET
€ 9/5/96 8:49:31 Abd BROWYSER MHone a015 Tl BULLET
(19/5/96 8:49:12 Abd BROWWYSER MHone a021 Tl BULLET
€ 9/5/96 84870 bk EwentlLog MHone G005 Tl BULLET
€ 9/5/96 8:39:12 Abd BROWYSER MHone 8033 Tl BULLET
€ 9/5/496 8:39:12 Abd BROWYSER MHone 8033 Tl BULLET
QQIEE% 5:39:12 Abd BROWWYSER Mone 3033 (RN BULLET =

Fig.5.10.6 Event viewer system logon
e EMERGENCY REPAIR DISK

When Windows NT is installed, it asks the installer if they wish to create
an Emergency Repair Disk. This disk is used to repair missing or corrupt
Windows NT files, and restore the registry, which includes the Security
Accounts Manager Database, security information, disk configuration
and other important information.

To restore this information, it is necessary to boot the computer using
Diskl1 of the Windows NT setup disks. When prompted at the installation
screen, select the option Press R to repair a Windows NT Installation,
and you will be asked to insert the emergency repair diskette.
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This allows you to perform a number of tasks, which include

o Inspecting the registry files

o Inspecting the startup environment

o Verifying the Windows NT System Files
o Inspecting the Boot Sector

e WINDOWS NT BOOT DISKETTE

Creating a boot diskette allows an administrator to quickly repair a
damaged Windows NT computer which has had the boot sector
corrupted. It can be wused to replace the files NTLDR,
NTDETECT.COM, NTBOOTDD.SYS and BOOT.INI

Any other files cannot be replaced, so in that case, use the emergency
repair diskette to restore the missing files.

To create a Windows NT boot diskette [for Intel based computers],
perform the following steps

e Format a disk
e Copy the following files to the disk
NTLDR
NTDETECT.COM
BOOT.INI
e Shutdown the computer and restart it with the diskette
in Drive A

e LAST KNOWN GOOD CONFIGURATION

Often, a user or administrator makes changes to a computers
configuration then realizes a mistake has been made, and often, does
more damage trying to remove the changes.

When a user logs on to a Windows NT computer, the current
configuration information is copied from the registry into a special
control set known as LastKnownGood. As its name implies, it is the last
control set, which was used to successfully boot the Windows NT
computer.

When the computer boots up, it is possible to select the Last Known
Good configuration by pressing the space bar during the boot process
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(When the message Press SPACEBAR for Last Known Good
Configuration is displayed). If changes are made to the computer, which
prevent it from restarting [such the removal of a critical driver], this
process can be used to restore the system state to that which it was in
before the change occurred.

e AUTOMATIC SYSTEM RECOVERY

When a fatal error occurs, and Windows NT is forced to shutdown, it is
possible to specify additional events, which occur. This information is
useful for debugging purposes, as well as restarting the system
automatically in the event of a shutdown.

The options are accessed using Start->Settings->Control Panel->System

System Properties |

Eeneral ! : Ferformance i Enviranment I
StartupShutdown ! Hardware Profiles l Llzer Profiles

—System Startup

Startup: I "Microsaft Windaws" _'J

Shows list far !SEI 5: zeconds

- Recaovern

“When a STOR ermar occurs, da the following:

[ ‘wiite an event to the spstem log
[ Send an administrative alert

[ 'white debugging information ta:

Ifé‘ﬁy;terr-!:! ootENMEMORY . DiP
¥ [eririte Ermiesistn fils

¥ automatically reboot

[k I Cancel [

Fig.5.10.7 System properties
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Summary:

The core of a network is the network operating system. Just as a
computer cannot operate without an operating system, a network of
computers cannot operate without a network operating system.

The UNIX operating system was designed to let a number of
programmers access the computer at the same time and share its
resources.

The operating system coordinates the use of the computer's resources,
allowing one person, for example, to run a spell check program while
another creates a document, lets another edit a document while another
creates graphics, and lets another user format a document -- all at the
same time, with each user oblivious to the activities of the others.
UNIX systems are usually interconnected using TCP/IP (Transmission
Control Protocol, Internet Protocol). This is a protocol mechanism that is
widely used by large networks worldwide to interconnect computers of
different types

All versions of Windows were designed to participate in a network but
Windows NT was specifically designed as a network operating system

Short questions:

1). NOS stands for......

2). State the three basic services of NOS

3). What is ping command?

4). rwx stands for ...

5). What is the output for netstat command?

6). What is the main protocol adopted by unix for communication?
7). GUI is acronym for ......

8). In WindowsNTFS FS stands for ......

9). State the purpose of having boot disk

10). List any three salient features of WindowsNT server

Long questions:

1). Discuss in detail about Network Operating System.
2). Render the features of Unix operating System

3). Narrate the networking capabilities of Unix

4). What are the functions of Unix administrator?

5). Describe in detail about arp command
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6). Discuss in detail about network security features of Unix.
7). Write short notes on file security features of Unix

8). List the general features of WindowsNT server

9). Discuss about WindowsNT network security

10). Describe the diagnostic tools of WindowsNT



6. Network and Web Applications

)

Fig.6.1 Internet services
6.1 E-Mail

Electronic mail was originally designed to allow a pair of individuals to
communicative via computer. The first electronic mail software provided
only a basic facility: it allowed a person using one computer to type a
message and send it across the Internet to a person using another
computer.

Current Electronic mail systems provide services that permit complex
communication and interaction. For example Electronic mail can be used
to:

Send a single message to many recipients

Send a message that includes text, audio, video or graphics.
Send a message to a user on a network outside the Internet.
Send a message to which a computer program responds.

To appreciate the capabilities and significance of electronic mail, one
must understand a few basic facts .The next sections consider how
electronic mail appears to a user. Later sections describe how electronic
systems work and discuss the impact of electronic mail.

Researchers working on early computer networks realized that networks
can provide a form of communication among individuals that combines
the speed of telephone communication with permanence of postal mail.
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A computer can transfer small notes or large documents across a network
almost instantaneously. The Designers called the new form of
communication electronic mail often abbreviated as email. The concept
of Email has become extremely popular in the Internet as well as on
most other computer networks.

To receive electronic mail, a user must have a mailbox, a storage area,
usually on disk, that holds incoming email messages until the user has
time to read them. In addition, the computer on which a mailbox resides
must also run email software. When a message arrives, email software
automatically stores it in the user’s mailbox. An email mailbox is private
in the same way that postal mailboxes are private: anyone can send a
message to a mailbox, only the owner can examine mailbox contents or
remove messages.

Like a post office mailbox each email mailbox has a mailbox address. To
send email to another user, one must know the recipients mail box
address. Thus

e Each individual who participates in electronic mail exchange has
a mail box identified by a unique address.

e Any User can send mail across the Internet to another user’s
mailbox if they know the mailbox address.

e Only the owner can examine the contents of a mail box and
extract messages.

To send electronic mail across the Internet, an individual runs an email
application program on their local computer. The local application
operates similar to a word processor-- It allows a user to compose and
edit a message and to specify a recipient by giving a mailbox address.
Once the user finishes entering the message and adds attachments, email
software sends it across the Internet to the recipient’s mailbox.

When an incoming email message arrives, system software can be
configured to inform the recipient. Some computers print a text message
or highlight a small graphic on the users display (e.g., a small picture of
letters in a postal mail box). Other computers sound a tone or play a
recorded message. Still other computers wait for the user to finish
viewing the current application before making an announcement. Most
systems allows a user to suppress notification altogether, in which case
the user must periodically check to see if email has arrived.
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Once email has arrived, a user can extract messages from his or her
mailbox using an application program. The application allows a user to
view each message, and optionally, to send a reply. Usually, when an
email application begins, it tells the user about the messages waiting in
the mailbox. The initial summary contains one line for each email
message that has arrived; the line gives the sender’s name, the time that
message arrived, and the length of the message. After examining the
summary, a user can select and view messages on the list. Each time a
user selects a message from the summary, the email system displays the
message contents. After viewing a message, a user must choose an
action. The user can send a reply to whoever sent the message, leave the
message in the mail box so it can be viewed again, save a copy of the
message in the file, or discard the message.

e A computer connected to the Internet needs application software
before users can send or receive electronic mail.

¢ Email software allows a user to compose and send message or to
read messages that have arrived.

e A user can send a reply to any message.

Usually, the sender only needs to supply information for the TO and
SUBJECT lines in a message header because email software fills in the
date and the senders mailbox address automatically. In a reply, the mail
interface program automatically constructs the entire header. It uses the
contents of the FROM field in the original message as the contents of the
TO field in the reply. It also copies the subject field from the original
message to a reply. Having software fill in the header lines is convenient,
and also makes it difficult to forge email.

In practice, most email systems supply additional header lines that help
identify the sending computer, give the full name of the person who sent
the message, provide a unique message identifier that can be used for
auditing or accounting, and identify the type of message (e.g., text or
graphics). Thus, email messages can arrive with dozens of lines in the
header. A lengthy header can be annoying to a recipient who must skip
past it to find the body of a message. Software used to read email can
make it easier for the recipient by skipping most header lines. To
summarize:

e Although most email messages contain many lines of header,
software generates most of the header automatically.
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e User-Friendly software hides unnecessary header lines when
displaying an email message.

6.1.1 E-Mail Operation:

A computer communication always involves interaction between two
programs called a client and a server. E-mail systems follow the client-
server approach: Two programs co operate to transfer an email message
from the sender’s computer to the recipient’s mail box (transfer requires
two programs because an application running on one computer cannot
store data directly in a mailbox on another computer’s disk). When a
user sends an email message, a program on the sender’s computer
become a client. It contacts an email server program on the recipient’s
computer and transfers a copy of the message. The server stores the
message in the recipient’s mailbox.

sender's recipient's

computer mail box
e-manl &-mail
client SEerver

TCP/IP used to
transfer message

Intemet

Fig.6.1.1 Email operation

Client software starts automatically as a user finishes composing an
email message. The client uses the recipients email address to determine
which remote computer to contact. The client uses TCP to send a copy of
the email message across the Internet to the server. When the server
receives a message, it stores the message in the recipient’s mailbox and
informs the recipient that email has arrived.

The interaction between a client and a server is complex because at any
time computers or the Internet connecting them can fail (e.g., someone
can accidentally turn off one of the computers). To ensure that email will
be delivered reliably, the client keeps a copy of the message during the
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transfer. After the server informs the client that the message has been
received and stored on the disk, the client erases its copy.

A computer cannot receive e-mail unless it has an e-mail server program
running. On large computers, the system administrator arranges to start
the server when the system first begins, and leaves the server running at
all times. The server waits for an email message to arrive, stores the
message in the appropriate mailbox on disk, and then waits for the next
message.

A user who has a personal computer that is frequently powered down or
disconnected from the Internet cannot receive email while the computer
is inactive. Therefore, most personal computers do not receive email
directly. Instead, a user arranges to have a mailbox on a large computer
with a server that always remains ready to accept an email message and
store it in the users mailbox. For example, a user can choose to place
their mailbox on their company’s main computer, even if they use a
personal computer for most work. To read email from a personal
computer, a user must contact the main computer system and obtain a
copy of their mailbox.

6.2 File Transfer Protocol (FTP)

Although services like email, Internet fax can be utilized for sending
files over the net they are not designed for handling large volumes of
data. For sending large volumes of data reliably over the net File
Transfer Protocol (FTP) is preferred instead.

FTP works in interactive environment. Just type ftp at the DOS
command prompt to enter into ftp interactive session. FTP responds to
each command the user enters. For example, when a session begins, the
user enters a command to identify a remote computer. FTP then
establishes a connection to the remote computer. In the same way, to
terminate a session user tells FTP to relinquish its connection.

6.2.1 FTP commands

There are around 58 separate commands but the average user need to
know only three following basic commands

e open <name of the ftp computer>: for connecting to a remote
computer.
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o get <filename>: for retrieve a file from the computer.
e bye: Terminate the connection and leave the ftp session.

ftp can be used not only to retrieving files but also for uploading/sending
file by using send command. Once a connection has established just type
the command send along with the file name to be sent. A copy of the file
will be transferred to the remote computer. Of course, the FTP on the
remote site must be configured to allow file storage. Many Internet sites
that run ftp allow storage.

6.2.2 FTP File Types

FTP understands only two basic file formats. It classifies each file as
either a text file or a binary file. Text file supports ASCII encoding. FTP
has commands to convert a non ASCII text file to ASCII text file.

FTP uses classification of binary files for all non text files. For example
the following type of files should be specified as a binary files.

A computer program

Audio data

A graphic or video image.
A spread sheet

A word processor document
Compressed files

The compressed file refers to a file, which has been processed to reduce
its size by running file compress utility. By using file uncompressing
utilities like unzip the original file can be reconstructed.

Choosing between binary and ASCII transfer can be sometimes difficult.
When you are unsure about the type of the file choose binary option for
transferring the file. If a user requests FTP to perform a transfer using
incorrect type the resulting transferred copy may be damaged.

6.2.3 FTP login

The user must login into the ftp site as an authentic user before
performing any ftp based transactions. Usually the user will be provided
with login name and password. This way the site is protected from
malicious users and keeps the data secure.
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To make files available to the general public, a system administrator can
configure FTP to honor anonymous FTP. It works like standard FTP,
except that it allows anyone to access public files. To use anonymous
FTP, a user enters the login as anonymous and the password as guest.
Few sites may prompt for the user’s email address just in case of any
errors like log failures so that those error messages can be emailed.

Most users invoke FTP through a web browser so that the ftp
transactions can be made in a graphic user interface (GUI) environment

6.2.4 FTP operation

FTP operation is also based on client server model.

Renmote User
t
e computer
FTP FTP
SErver Client
TCP/IP based
communication
F
i
|
e

Intemet

Fig.3.9.1 FTP operation

The user invokes a local FTP program or enters a URL that specifies
FTP. The local FTP program or the user’s browser becomes an FTP
client that uses TCP to contact an FTP server program on the remote
computer. Each time the user requests a file transfer, The client and
server program interacts to send a copy of the data across the Internet.

The FTP server locates the file that the user requested, and uses TCP to
send a copy of the entire contents of the file across the Internet to the
client As the client program receives data, it writes the data into a file on
the user’s local disk. After the file transfer completes, the client and
server programs terminate the TCP connection used for the transfer.

Here is an example typical FTP session:

$ ftp plaza.aarnet.edu.au
Connected to plaza.aarnet.edu.au.
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220 plaza.aarnet. EDU.AU FTP server (Version wu-2.4(2) Fri Apr 15
14:04:20 EST 1994) ready.

Name (plaza.aarnet.edu.au:jphb): ftp

331 Guest login ok, send your complete e-mail address as password.
Password:

230-

230-This is the AARNet Archive Server, Melbourne, Australia.
230-

230-

230-The disk that failed back in September is still not back on-line.
230-As a consequence of this, we are only shadowing files modified in
230-the last 100 days on many of the more popular archives. We
apologise

230-for this inconvenience.

230-

230-Local time is Tue Jun 4 17:46:00 1996

230-

230-Please read the file /info/welcome-ftpuser

230- it was last modified on Fri Apr 22 14:47:05 1994 - 774 days ago
230 Guest login ok, access restrictions apply.

ftp> pwd

257 "/" is current directory.

226 Transfer complete.

214 bytes received in 0.018 seconds (11 Kbytes/s)

ftp> cd rfc

250 CWD command successful.

ftp> get rfc1048.txt.gz

200 PORT command successful.

150 Opening ASCII mode data connection for rfc1048.txt.gz (5141
bytes).

226 Transfer complete.

local: rfc1048.txt.gz remote: rfc1048.txt.gz

5161 bytes received in 1.6 seconds (3.2 Kbytes/s)

ftp> quit

221 Goodbye.

6.3 TELNET

The Telnet protocol is often thought of as simply providing a facility for
remote logins to the computer via the Internet. This was its original
purpose although it can be used for many other purposes.
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It is best understood in the context of a user with a simple terminal using
the local telnet program (known as the client program) to run a login
session on a remote computer where his communications needs are
handled by a telnet server program on the remote computer. It should be
emphasized that the telnet server can pass on the data it has received
from the client to many other types of process including a remote login
server.

User's Remote
computer timesharing
pu computer
client SErver
I/ TCR/ IP
Usre's \
Monitor,
keyboard, Intemet
mouse

Fig 6.3.1 Telnet session

Once connection has been established between the client and server, the
software allows the user to interact directly with the remote computer’s
operating system. For all user’s inputs the server sends output and
displays on user’s screen.

After a user logs out of the remote computer, the server on the remote
computer terminates the Internet connection informs the client that the
session has expired and control of the keyboard, mouse and display
returns to the local computer

The remote access by telnet has three significant reasons. It makes
computation remote from the user. Instead of sending a data file or a
message from one computer to another, remote access allows a program
to accept input, process it and send back the result to the remote user.
Secondly, once user logs in to the remote computer the user can execute
any kind of program residing in the remote server. Finally users working
in heterogeneous platforms telnetting may become a common interface
for different machines.
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Here's an example of a telnet session to osmania

$ telnet

telnet> toggle options

Will show option processing.
telnet> open osmania

Trying 202.54.70.200
Connected to linux osmania
Escape character is '"*]".

6.4 Gopher

Gopher is a protocol system, which in advance of the World Wide Web,
allowed server based text files to be hierarchically organized and easily
viewed by end users who accessed the server using Gopher applications
on remote computers. Initially Gopher browsers could only display text-
based files before developments such as HyperGopher, which were able
to handle simple graphic formats though they were never used on a
widespread basis as by this time the World Wide Web and its Hypertext
Transfer Protocol (HTTP) were gaining in popularity, and had similar
and more extensive functions.

6.4.1 Gopherspace

Gopherspace is a term used to describe the aggregate of all the
information on the thousands of Gopher servers in the world. This
information consists of individual files (abstracts, full-length documents
or papers, lists, and other file types) organized as a hierarchy of subject
categories that can be limited to one server or span multiple Gopher
servers. Gopher text files are plain files that lack the kinds of formatting
control and font variation that HTML files have. One can think of
gopherspace as that portion of cyberspace that is accessible through
Gopbher servers.

Users of most Web browsers will find that their Web browser also
includes a Gopher client. This means that you can go directly to any
Gopher server from your Web browser providing you know the server's
address.
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6.5 Messaging / Instant Messaging:

There is no doubt that the Internet has changed the way we
communicate. For many of us, e-mail has virtually replaced traditional
letters and even telephone calls as the choice for correspondence. Every
day, billions of e-mail messages are sent out. E-mail has been the most
rapidly adopted form of communication ever known. In less than two
decades, it has gone from obscurity to mainstream dominance.

In our fast-paced world, sometimes even the rapid response of e-mail is
not fast enough. You have no way of knowing if the person you are
sending e-mail to is online at that particular moment or not. Also, if you
are sending multiple e-mails back and forth with the same person, you
normally have to click through a few steps to read, reply and send the e-
mail. This is why instant messaging (IM) has gained popularity.

Instant messaging allows you to maintain a list of people that you wish
to interact with. You can send messages to any of the people in your list,
often called a buddy list or contact list, as long as that person is online.
Sending a message opens up a small window where you and your friend
can type in messages that both of you can see. Most of the popular
instant-messaging programs provide a variety of features:

¢ Instant messages - Send notes back and forth with a friend who
is online

e Chat - Create your own custom chat room with friends or co-

workers

Web links - Share links to your favorite Web sites

Images - Look at an image stored on your friend's computer

Sounds - Play sounds for your friends

Files - Share files by sending them directly to your friends

Talk - Use the Internet instead of a phone to actually talk with

friends

e Streaming content - Real-time or near-real-time stock quotes
and news
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Fig.6.5.1 The most popular AOL Instant Messenger

Before the Internet became popular, a lot of people were already online
through the use of bulletin boards and online services. A bulletin board is
comparable to a single, isolated Web site that you reach using special
communications software and a modem. You create an entry in the
software for the bulletin board that contains the board's direct phone
number and any special parameters for connecting to the computer
hosting the bulletin board. Once connected to the board, you normally
use a series of menus to navigate through the board's contents. To reach
another board, you have to disconnect from the first board and dial up to
the other one.

Major online services, such as America Online (AOL), Prodigy and
CompuServe, were the main way that ordinary people could connect and
communicate with each other online. Think of an online service as a very
sophisticated bulletin board. Whereas most small bulletin boards use
standard communications software, online services provide a complete
application that includes the communications software necessary to
connect to their service. This application also includes the actual
interface that you use once you are online and connected to the service.
This allows the online service to create a very sophisticated and targeted
experience for their users.

Probably one of the biggest attractions of the online service model is the
community that it builds. AOL is considered the pioneer of the online
community. AOL provides its users with the ability to talk in real-time
with each other while they are online through the use of chat rooms and
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instant messages. A chat room is software that allows a group of people
to type in messages that are seen by everyone in the "room," while
instant messages are basically a chat room for just two people.

In the early 1990s, as people began to spend increasing amounts of time
on the Internet, creative software developers designed software that
could reproduce some of the aspects of an online service. Chat-room
software was developed and set up on Web servers, used by sites like
TalkCity.

6.6 Web Browsers

Simply putting, a browser is a program that reads HTML (Hyper Text
Markup Language, the programming language of the web) and displays
it to the viewer.

While there is currently one recognized standard language used to write
web pages (HTML 4), there are a myriad of browsers available to view it
with. Choosing the right one for your individual needs can help
maximize your web experience, which will also cut down on
installations and un installations.

Currently the two most popular browsers are Microsoft Internet
Explorer, and Netscape Navigator. Microsoft Internet Explorer is by
far more widespread in use and is one of the most powerful browsers
available. NCSA's Mosaic was one of the first popular browsers to gain
wide use and supports most HTML functions but not the newest
attributes like frames or animated images.

6.7 Internet Explorer Basics

When Internet Explorer is first opened up on your computer, the main
screen of the program will appear. This main window has many parts to
it, these parts are described in detail below.

e The "Title Bar" at the very top of the window tells you what the
title of the page you are viewing is. The "Title Bar" will also tell
you what Internet Explorer application is currently active.

o Directly under the "Title Bar" is the "Main Menu Bar". This bar
has many different sub-menus, which control all options,
functions, and commands for the entire Internet Explorer



Network and Web Applications 93

program. Some of the browsing controls can also be found in
these sub-menus.

o Beneath this menu is the "Internet Explorer Toolbar". This
toolbar contains all of the most frequently used commands and all
of the browsing functions. (See the next section for more details)

e Under the toolbar is the "Address Bar". This will tell you the
exact HTTP/URL location of the page you are currently viewing.
You can also type a Web address directly into this bar and then
press enter to go to that site.

o Below the "Address Bar" is the "Link Bar". These buttons will
take you to pages at Microsoft's Main home site where they have
applications and information specifically designed for your easy
use.

e Underneath the "Link Bar" is the "Main Browser Window". This
window will display all of the information that is located at the
Web site you are currently located at. Any text, images, movies,
animation, links, or any other application files will be shown in
this window. The scroll bars located on the right side and on the
bottom of this window allow you to continue viewing the page
you are located at even when the page is too large to fit in your
screen.

e The very bottom of the page is the "Status Bar". This bar tells
you what the progress of the browser is while it downloads files
to the page, where links go to when you move over them,
whether or not a document is secure, and any other information
that the program feels is necessary for you to know.

The Main Explorer Toolbar

e 2 06D @ @6 8 4®

Back  Fomward  Stop Refresh  Home  Search Favortez  Print Fant T Edit

Fig.6.7.1 Explorer tool bar
The main toolbar is composed of eleven different buttons. Each of these
buttons has a different function and purpose in Internet Explorer. The
individual buttons will each be discussed in the following sections.
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1. The Back Button: This button will take you back to whatever
document you were previously viewing. Pressing it immediately
takes you back one document. If you have browsed many pages,
or are well into a multi-page document, pressing it repeatedly
will continue to back you up one page at a time. Once you reach
your starting location, it will be grayed-out and unavailable.

2. The Forward Button: This button will take you forward to the
next document if you have previously browsed multiple
documents and had then backed-up to the page you are currently
viewing. (If you have not backed up at all, the forward button
will be grayed-out) Pressing it repeatedly will continue to move
you forward one page at a time. You can move forward until you
reach the last page that you had browsed, at which time the
forward button will be grayed-out.

3. The Stop Button: The stop button stops ANY current operations
by Internet Explorer. It will stop any type of file from loading. It
can also be used to stop animations from continuing once a page
is loaded. If you press it before a page has finished loading, the
page will display everything it had finished loading before the
stop button was pressed. If a document is completely loaded and
there are no animations, movies, or other files still running, the
stop button will have no immediate function.

4. The Refresh Button: This button will reload the current
document that you are viewing. It is useful if the page updates
very frequently so that you can view these changes as soon as
they are available. If you are loading a document and the transfer
was interrupted, you can reload the full document again by
clicking here.

5. The Home Button: This button will return you to the page you
have selected as the default start-up page for Internet Explorer. It
will not take you back to the beginning of your web browsing; it
will just return you to your home location from where you are. If
you press back after reaching your home page, you will go back
to the page you left after you hit the Home button.

6. The Search Button: This button will take you to the page you
have selected as the default Web search page for Internet
Explorer. If you have not selected a page it will take you to
Microsoft's default search page.
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7. The Favorites Button: This button will open up the Favorites
menu. You can choose a favorite that you wish to go to from the
list, add a favorite to the list, or organize your favorites from this
menu.

8. The Print Button: The print button will bring up a Print dialog
box. In the box you can decide if you would like to print the
contents of the page you are viewing, how many pages you will
print, and also how many copies you will print. Keep in mind that
if you try to print a page that is graphics intensive, you will need
a printer that is capable of printing graphics. Also, the more
graphics and pages a Web site has, the longer it will take to print.

9. The Font Button: Pressing this button causes Internet Explorer
to cycle through the available font sizes. This button is useful if
the text is too small to read, or too large to fit comfortably in the
window.

10. The Mail Button: This button will open into a drop down menu
from which you can select to read or send E-Mail. You can also
open up your newsgroups from this menu.

11. The Edit Button: This button will ONLY be on your toolbar if
you have a Windows system Web editor (such as Microsoft
FrontPage or Microsoft Word) installed on your computer. If you
press this button, it will launch that editor and open the document
you are currently viewing in it.

Beginning Basic Browsing

Your first time that you browse the web you may have some difficulty.
Efficiently browsing the Web is just like any other complex task in life,
it takes practice to be good at it. Internet Explorer has some built-in
features, which will help to make it easier for you to browse the web.
The fastest way to get to a place that you can search from is to click on
the "Search" button on the Internet Explorer main toolbar. This button
will take you to a document within Microsoft's home site. On this
document you will find a choice of categories to look through and a list
Search Engines to use. A Search Engine is a application that will attempt
to find any documents that contain the subject or phrase that you enter
into the search parameters. You can also browse through the categories
of Web sites that the search engines have already organized for you.
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Another important thing to remember when you first begin browsing the
web is that if you know the Web address of a site, you don't need use a
search engine to find the page you wish to visit. Go up to the "Address
Bar" near the top of the page, and click on it. Now you can type in the
Web address of the site you want, and then press enter. Internet Explorer
will go to this site directly from whatever document you were currently
viewing. This is much faster than going to a search engine and trying to
locate the site you want in their directories, or searching for it with a
query. (Address Bar shown below

IH Address| http:/’yahoo.com

Fig.6.7.2 Explorer address bar
o Viewing Documents While Not On The Web

Internet Explorer is capable of displaying HTML documents and images
even if you are not connected to the Internet. Go to the file menu from
the main menu bar. From this menu select "Open", the open dialog box
will appear. (You can also press CTRL-O from the main Explorer
window to access this box) In this dialog box, you can type in a Web
address to access a page on the Web. Since we are not on the Web, click
the "Browse" button to look at files on the hard drive. Select the type of
file you want to open from the drop-down menu at the bottom of the box.
After you have selected the file type, go to the directory that contains this
file. Select the file and then click "Open". The document, image, movie,
or sound file you have selected should now be viewable in Internet
Explorer.
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Fig.6.7.3 Opening a html file
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o Printing Web Documents
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Fig.6.7.4 Printing the contents

If your computer is connected to a printer, you can print out any Web
document that you wish whether you are viewing it on the Web, or if you
are just viewing it from your hard disk. Go to the file menu from the
main menu bar. From this menu select "Print", the Print dialog box will
appear. (An easier way to open this box is to simply click the "Print"
button on the main toolbar or to press CTRL-P) In this dialog box you
can decide how you would like to print the contents of the page you are
viewing, how many pages you will print, and how many copies you will
print. Keep in mind that if you try to print a page that is graphics
intensive, you will need a printer that is capable of printing graphics.
Also, the more graphics and pages a Web document has, the longer it
will take to print.

o Tips For Doing Web Searches

When you are using a search engine to find something on the Web, it
helps to find ways to narrow your search so it is faster and more
efficient. Most of the search engines use the same set of operators and
commands in their search vocabulary. The following are the most
commonly used operators and a brief description of each. These would
be used when typing in a keyword or phrase into a search engine.

e Quotes (" ") : Putting quotes around a set of words will only
find results that match the words in that exact sequence.
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e Wildcard Use (*) : Attaching an * to the right-hand side of a
word will return partial matches to that word.

e Using Plus (+) : Attaching a + in front of a word requires that
the word be found in every one of the search results.

e Using Minus (-) : Attaching a - in front of a word requires that
the word not be found in any of the search results.

o Speeding Up Browsing
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Fig.6.7.5 Enhancing browser speed option

There are many ways to make the browsing process much quicker and
easier. One of the main ways that you can improve the speed of the
computer when loading a document is to disable the automatic loading of
images. Go to the main menu of Internet Explorer, and from the View
sub-menu, select "Options". From the Options dialog box, select the
"General" folder tab at the top of the box. In the multimedia section you
can select whether or not Internet Explorer loads an image, sound file, or
movie. If you want a type of file to be automatically loaded, place a
check mark in the appropriate box. If you want the images disabled, click
to remove the check. Now whenever Internet Explorer loads a document
that has images, a small icon will appear where each image is located on
the page. If you wish to view the image at that location, right-click on the
image area and then select "View Image" from the menu. (The
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multimedia section is outlined in the first image for your convenience,
and the upper-right image shows what images look like when they do not
load).

o Saving Files After Viewing Them

Frequently on a Web Page, you will find links that you can click on
which will activate a selected file. Other times, the appropriate plug-in
will be engaged when you click an application file. Once you have heard
the sound, watched the video, or read the text, you may want to save the
file on your computer.

e Most files available for viewing allow you to "Right-Click" on
them which displays a menu box.

e From this box select "Save As", "Save Picture As", or whatever
happens to fit the type of file you have just seen or heard.

e Choose where on your computer the file will be saved and give it
a name.

e Click "Save" to begin saving the file. In the example below, the
Eastern Illinois University logo was viewed. A "Right-Click" on
it brought up a menu box. Finally, it will be saved to the hard
drive.

Save As

I 23 My Documents

RN

Save in
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Openin Mew Window
Save Target As...

Save Picture as...
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Properties File: namne: |E U37.jpg

- e IJPEG [“.ipo;.ipea) j Cancel |

Fig.6.7.6 Saving pictures with Save As option
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o Downloading Files From Links

Many Web Pages have links to files that you can view such things as
Images, Sounds, or Movies. Suppose that you don't want to look at them
now. You can always download them directly from the links and view
them at a later time.

e "Right-Click" on the file that you want to download.
e In the menu box that pops up, select "Save Target As".

e A Save As dialog box will appear. You can select what name the
file will have, and the location to where it will be downloaded. A
shortcut to get to the Save As box is to hold "Shift" and "Left-
Click" on the link you want to download. After you have selected
the name and destination, click "Save". In the example below,
suppose you would like to download the wave file called
"Door.wav". First, a "Right-Click" on the filename will bring up
the menu box. Next, choose "Save Target As" a select you
desired location from the Save As dialog box. Finally click
"Save" and download the wave file.

Save As

Save in: Ia My Documents

Dpen
Oper in Mew

Witidaw

Copy Shartcut
Add to Favorites. .

Froperties

File name: Idoor.wav Save I
Save az type: IWave Sound ﬂ Cancel |

Fig.6.7.7 Saving a target

6.8 Netscape Navigator

Netscape Navigator is currently one of the popular commercial
browsers used to surf the Internet. It's been written that nearly 75% of
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those who currently surf are using at least some version of this
company's browsers. Netscape Communications, founded by former
students from the University of Illinois NCSA group, which puts out the
Mosaic Browser, has been a leading innovator in web technology.
Netscape Navigator, which actually started it's life as Mosaic, has
brought many versatile features to web browsing such as frames, plug-
ins, and JavaScript, some of which are now HTML standards. Netscape
adds more reliable JavaScript support, a wider variety of plug-ins, more
functionality to frames and tables, and improved security. Internet mail
and news is standard and Netscape also supports real-time telephone
functions through the available Cool Talk® plug-in. Netscape is
available for Windows, Mac, and Unix systems.
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6.9 Netscape Communicator 4.0 |_L

Netscape Communicator 4.0 is an integrated "suite" of Netscape
Internet components all brought together in one convenient package. All
can function separately or together to form a highly versatile Internet
browsing and composition tool. Like Netscape 3.0, Communicator
features the latest version of the very popular Netscape Navigator and
includes an Internet composition and publishing program called
Composer, internet news and mail functions, and several business add on
components as well. Netscape has recently released version 4.01, which
features security and other bug fixes.

Communicator 4.0 is available in two versions:

Standard and Professional. The standard edition includes:
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Hawgater 4.0 Composer  Collabra  Meszenger

Fig 6.8.2 Standard Communicator 4.0 Components

Netscape Navigator 4.0 - Communicator 4.0 features the latest browser
release from Netscape. Riding the wave of their leadership in browser
functionality, Navigator 4.0 adds on to the features of version 3.0 as well
as adds better security and an improved user interface.

Composer - Communicator comes with a web-authoring tool much like
Microsoft's Front Page program. Composer is a visual web authoring
tool and works much like standard word processor programs allowing
you to visually compose a web page as opposed to the standard coding,
checking and frequently updating as you would with an HTML editor
(the way this page was created for example). For those looking to put up
a home page with little to no HTML experience, this is a practical and
very helpful tool, as no knowledge of HTML is required.

This editor allows users to add links, images, background images, format
pages using colors for text, links, background, etc. Users can also create
tables, and publish directly to the web (or upload to a web site directly
from Composer). The drawbacks are that it does not support Frames,
scripting languages, or dynamic HTML, but these are features are still
pretty much for advanced page authors anyway.

e Collabra - Netscape Communicator includes an improved messaging
center called Collabra. This component acts as an Internet mail
center gathering news group messages as well as users Internet mail.
Users can use Collabra to subscribe to numerous Internet news
groups, keep track of postings, as well as compose their own
postings.

e Messenger - Like Navigator 3.0, Communicator features an
integrated mail component known as Messenger. This component
basically allows the user to send and receive E-mail through the users
service provider.
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Netscape Communicator is available for Windows, Mac, and Unix
systems

6.10 NCSA Mosaic

NCSA's Mosaic was one of the first browsers put out for commercial
use. Developed at the University of Illinois by the National Center for
Super computer Applications, or NCSA, Mosaic 3.0, though not fully
supportive of newer HTML standards, is a good web browser. What it
lacks in support for frames, animated images, plug-ins, and scripting
languages, it makes up for in its friendly user interface. Version 3.0
includes powerful tools like "Manager Mode" as well as an extensive
web and browser toolbar. Though it does not support plug-ins, Mosaic
does work with MIME programs, or external programs that play
multimedia, such as Microsoft's AVI player. Mosaic does not participate
in the so-called "browser wars", so it doesn't have any non-standard
functions, just great user features. An interesting tidbit is some of the
people who developed Netscape Navigator actually have their roots in
the University of Illinois.

o Mosaic 3.0 has a friendly user interface and loads of features to
help navigate the web with. Even though this browser doesn't
support many of the newer HTML standards, I do enjoy using it
from time to time myself.

o '"Manager Mode" is a great feature that lets you view you
current History List, Hot lists, Cache files, and even document
sources without having to open an external window. It does this
by dividing the browser window into two frames, one being the
web page, the other you Manager window. A very cool feature I
wouldn't mind seeing on one of the bigger browsers.

This browser does not support independent text commands which are
tags that do not appear in the document head. For non web authors, that
means that any text attributes not specified in the very start of the web
page are ignored. This is a problem on a page like Zenheftville's home
page. No Frames site where there are many different font color types and
sizes. Newer browsers do recognize text tags throughout the document.

Mosaic is freely available on the net.
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Fig.6.9.1 Browser page

Summary:

Apart from World Wide Web Internet applications include email, ftp,
telnet, messaging etc which are equally popular.

E-mail Electronic mail was originally designed to allow a pair of
individuals to communicative via computer. The first electronic mail
software provided only a basic facility: it allowed a person using one
computer to type a message and send it across the Internet to a person
using another computer.

Although services like email, Internet fax can be utilized for sending
files over the net they are not designed for handling large volumes of
data. For sending large volumes of data reliably over the net File
Transfer Protocol (FTP) is preferred instead.

The Telnet protocol is often thought of as simply providing a facility for
remote logins to the computer via the Internet. This was its original

purpose.

A browser is a program that reads HTML (Hyper Text Markup
Language, the programming language of the web) and displays it to the
viewer. Currently the two most popular browsers are Microsoft Internet
Explorer, and Netscape Navigator. Microsoft Internet Explorer is by
far more widespread in use and is one of the most powerful browsers
available. NCSA's Mosaic was one of the first popular browsers to gain
wide use initially.
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Short questions:

1). State the various services available on the Internet.

2). What is E-mail?

3). State one advantage of FTP?

4). How to end a FTP session?

5). What is remote login?

6). What is the common protocol associated with all Internet services.
7). What is a browser?

8). Explain the function of refresh button

9). State the purpose of back button.

10). What is instant messaging?

Long questions:

1). Enumerate various services offered by Internet and discuss briefly
about each of them.

2). When FTP is needed?-Explain in detail

3). Narrate the FTP operation

4). How telnet session initiated? -Describe its operation.

5). Discuss in detail about messaging.

6). Depict various features of a typical browser.

7). List the various browsers that are available today. Describe any one
them in detail

8). With the help of suitable illustrations , show how to increase the
browser speed

9). Which is your favorite browser? Why?

10). Describe the Netscape browser.



